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• Bachelor of Engineering - Electrical & Electronics, UJ

• Masters in Engineering Management, UJ

• Masters in Business Leadership (MBL), UNISA

• Professional Business Coaching, GIBS

• Certified Director (SA), Institute of Directors SA, current

Education

Current

• President Elect - Federation of African Engineering Organisations

(FAEO)

• Immediate Past President – Engineering Council of South Africa

• NED – South African National Road Agency Limited (SANRAL) and 

Transnet

• Rand Water – SM - Operational Technology 

Previous

• Utility Technology Council (AUTC), 

• Council Member – South African Institute of Electrical Engineers 

(SAIEE)

• Chairperson – Vaal University of Technology

Achievements

• 2024 – Chairman’s award SA Chamber of 

Commerce UK

• 2024 – Top 10 performing Presidents of 

Professional Bodies in Africa

• 2022 – UJ Dignitas Award

• 2022 & 2017 – Rand Water Mover and Shaker of the 

year

• 2022 Winner – SAIEE Women in Engineering Award

• 2021 Winner – Inspiring Fifty Women in STEM

• 2013 Winner – Keith Plowden Young Engineering 

Achiever Award

• 2012 Finalist – Most Promising Young Engineer: 

Group Five

Leadership Roles



Why Water Innovation Matters (African lens)

• Climate 
variability and 
rapid 
urbanisation
intensify 
scarcity, flood 
risk, and quality 
degradation

• Infrastructure 
gaps: non-
revenue water 
(NRW) > 30% in 
many 
municipalities; 
intermittent 
supply affects 
health & 
economies

• Equity and 
inclusion: 
gender-
responsive 
solutions 
improve access, 
safety, and local 
economic
participation



Why Water Innovation Matters (African lens)

• Energy–water–food nexus: water 
systems drive/consume energy; circular 
solutions can unlock jobs and resilience.
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RW- Innovation-driven Risk-based Strategy



Pilot Project Portfolios



RW - Innovation-driven Risk-based Strategy - OT 
❑ Overview

❑ Our Value Add

❑ Critical Assets

❑ Total Asset Replacement Value

❑ Overall Asset Conditions, Condition Trend Analysis & Strategic Projects

❑ The Obsolescence Challenge

❑ Top Risks

The RW hydraulic network consists of two major water treatment 
sites, 13 booster pumping stations, 3660 km of pipelines, 60 
storage reservoirs and approximately 1500 customer meters (e.g., 
municipalities).  

• This network is supervised through HMI and SCADA systems at
the various sites, which are in turn connected to PLCs and
sensors in the field sub-networks.

• OT systems in general need to be fully functional 24 hours a day
– 365 days a year to ensure the integrity and reliability of Rand
Water’s plant, equipment and networks.

• A failure in OT systems means:

• Loss of visibility of the operating statuses of water treatment
plants and quality instruments

• Impedes effective water supply and demand management

• Impedes effective energy management

• Loss of ability to monitor ingress and egress water quality
parameters

• Loss of ability to monitor reservoir levels

OT is instrumental with respect to system, human and
environmental safety.

• Loss of water flows and pressures info

• Loss of monitoring the meters reporting on water
consumption and thus billing



Operational Technology in RW

OT Services Support to SAM Support to Operations Support to IT Support to Scientific Services

Water Quality Reporting via SCADA Reporting via SCADA Avail data to 

warehouse
Online Lab data for Blue 

Drop reporting

Operational 
data

Provides real-time 

operational data (flow, 

pressure, cathodic 

protection, instrument 

measurements) from all 

production plants

• Operational site 

data

• OT Performance 

reports

• Disaster recovery

OT Emergency 

preparedness & 

disaster recovery

Analytical Instruments 

provide data on Turbidity, 

pH, Conductivity, Chemical 

dosages and chemical 

composition, etc.

Asset 
management

• Plant condition 

assessments

• Automation standards, 
policies & procedures

• Asset improvement plan

• Feed into RW Master 

Plan

• Maintenance 

technical support 

• Conduct RCAs, 
RCM, asset 

lifecycles

• OT 

governance & 

assurance

• Network 

architecture & 

security

Manage & maintain Online 

Labs

SCADA & 
Telemetry

Plant health data from all 

production plants, 

reservoirs & pipelines

• Remote control of 

plant

• Opstats data

Avail OT data to 

warehouse

Feed SCADA data into the 

LIMS platform

Business 
Intelligence

Monitoring & Evaluation 
dashboards (situational 

awareness)

• Control room & 
plant visibility

• Plant health 

reporting

• Billing

• BI reports

• Hydraulic 

Network 

performance 

reports

Opstats data



OT Technology Roadmap – Proposed Initiatives
Short-term (<2 years):

COMPLIANT
Long-term (> 5 years):

SMART WATER UTILITY
Medium-term (2 – 5 years):

RESILIENT

Revitalise Infrastructure relating to:

• Measurement & Analytical Instruments
• Networking equipment (switches, routers, 

network links, etc.)
• PLCs, RTUs and other IEDs
• SCADA and HMIs
• OT Servers & Workstations
• Data Historians 

Implement smart technologies to improve:

 
• Efficiency
• Sustainability
• Adequacy
• Security

Development of OT Governance relating to:

• OT Policies, standards, processes & 
procedures

• Technology Lifecycle Management
• OT Data Quality 
• OT Service Assurance & Cyber-security
• OT Risk Register & mitigation
• Regulatory compliance

Focus Areas Interventions & Projects

Establishment of a Situational Awareness Centre

Enterprise Asset Management System (EAMS) 
project

OT Security Standard

OT Strategic Policy Framework

Telemetry Integration with Municipalities project 
(Phase 1 – Jhb Water completed, next phase: Other munics)

Development of the OT Laboratory & Simulation Room

Automation Data Quality Plan 

Annual Automation Asset Improvement Plan (AIP)

OT Strategy & Technology 
Roadmap document

IT WAN project

OT Network Management Solution

Water Loss & Leak Detection System 

Smart Water App

Rollout Industrial Ethernet OT network at sites

Upgrade CD Control Room

Implement centralised SCADA system

OT Business Continuity Plan

Industrial Internet of Things (IIoT) Advanced Sensor & Field Area 
Network

Develop OT SLA 
requirements

OT Physical Security implementation

OT Change Control

a

• Accurate Technical Asset Register
• Comprehensive OT assets repository, 

including lifecycles (age/
obsolescence tracking) 

• Data Analytics Solution
• Situational Awareness Room
• Improved OT Risk Management
• OT telemetry network & Network 

Management Solution
• Skills & Technology transfer 

mechanism

• Advanced Operational Intelligence & 
Data Analytics

• More efficient & proactive 
management of the water network

• Improved network efficiency, near 
zero water wastage, and reduced 
outages & customer complaints

• 5-year rolling Operational Plan
• Up-to-date OT policies, standards, 

processes & procedures
• OT network & data security
• Improved OT Maintenance 

operations (FMECA)
• OT Network Performance & 

Availability Reports
• OT Emergency Preparedness & 

Disaster Recovery (resilience)

Targeted Outcomes

Electronic structural health monitoring system 
Automation upgrade (incl. Opstats) at 

various sites



Opportunity to Explore Digital Solutions

• Water needs to be managed in a way that 
is sustainable in the long run

• Rand Water acknowledges the need to get 
“smarter” (4IR), in line with our 
Innovation-driven Risk-based Strategy.

• There’s  myriad of available disruptive 
digital technology options:



Implementing Industry 4.0

Our Desired Future:



Smart Water Metering

13

Benefits: 

• Remote metering for billing

• Remote monitoring of water flows and 

pressures

• Make data available for Water Balance 

& dynamic hydraulic modelling

• Meter maintenance & alarming on 

SCADA



Smart Water Valves

Benefits: 

• Remote open & closing of valves

• Make data available for Water 

Balance & hydraulic modelling

• Valve maintenance & lifecycle 

management

• Visualisation on SCADA



Pipeline Sinkholes, Corrosion & Leak 
Detection

Benefits: 

• Pipeline leaks and sinkhole 

detections & reporting

• Corrosion trending & reporting to 

SCADA

• Proactive works management



Reservoir Structural Health Monitoring

16

Network Instrastructure

Asset Health Monitoring Application

IT Platform

Head Office

Network

Database
Queue

Communication Finance

Runtime Engine

Identity

Object Strorage

Compute

Content

Monitoring Collaboration

Block Storage

Condition Monitoring & Reporting Dashboard

• Structural defects & leak detection
• Structural impacts & vibrations
• Material integrity, cracks & structural 

deformations
• Load dynamics
• Corrosivity
• Proactive works management

13



Industrial Cyber Security

Challenge:

• Automation and electronic networks are vulnerable to 
cyber attacks. We have noted an increase in cyber 
threats against critical infrastructure utilities across the 
globe

• Rand Water needs an OT cyber resilience strategy

Proposed Research Focus Area: 

• Conduct benchmark study against peers, and develop a 
roadmap towards OT cyber resilience 

• Develop a robust training programme, and train the OT 
personnel (cyber-security technical skills)



Water Hammer Analysis & Hydraulic Impact 
Assessment 

Challenge:

• Currently, Rand Water does not have a live and dynamic 

picture of the hydraulic network. Everything is “historised” 

on a static GIS, and there are Spreadsheet drawings 

giving a snapshot of the network as at time of producing 

the said drawing.

• Also, Rand Water currently uses a freeware software 

(EPANet) to simulate very limited hydraulic impact 

assessments, not giving a full & accurate picture of the 

immediate situation on the ground under the prevailing 

conditions

Proposed Research Focus Area: 

• Either develop or source a hydraulic network software 

from the market

• Plot Rand Water’s hydraulic system on the network 

software program that must have geographic, hydrologic 

and hydraulic ability

• Integrate with GIS data and package into a live dynamic 

water hammer analysis and hydraulic impact 

assessment tool



Big Data Analytics & Intelligence 
Reports
Vision

• Pull data from various existing repositories into a big data analytics

platform

• Leverage technology (cloud computing, AI & ML) to generate

intelligence reports, based on scientific, engineering, business and

scenario planning

Proposed Research Focus Areas

• Construct a Data Lake, and Structure all data repositories into suitable

format for integration and dumping the data into the data lake.

• Mine the data lake, ingesting the data into an AI-based analytics

platform

• Use AI and ML technologies to train the analytics platform into

generating intelligence reports and dashboards

ArcGIS data
(GPS coordinates & equip. 

meta data)

MDMS data
(billing records, 
consumption)

LIMS data
(water quality records)

SAP PPM data
(programme & projects 

data)

SAP HANA data
(procurement, infra asset 

register, financials)

Other data 
(e.g. leak detection, 
cathodic protection, 

chemical use records, etc.) 

FileNet data
(as-built drawings & other 

infra docs)

Maximo data
(equip. maint. history, 

spares repository) 

SCADA data
(power consumption, 

water flows, pressures, 
reslevels)

EPANet data
(transient pressures, 
hydraulic modelling 

records)

Analytics Platform
(Big Data, AI, ML)

Operational Intelligence 
Reports

(active water supply & 
demand mgt, operational 

awareness dashboard)

Business Intelligence Reports
(executive reports, situational 

awareness dashboard)

Scientific Intelligence Reports
(raw and potable water quality 

trending, chemical usage, 
water quality/Blue Drop 

dashboard)

Real-time Predictive Reports
(hydraulic impact assessments, 

hydraulic what-if scenario 
simulations)



Thank you!

Head Office: Physical: 522 Impala Road, 
Glenvista 2058, South Africa
Tel: +27 (0)11 682 0911
customerservice@randwater.co.za 
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